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Introduction 
FM Global has partnered with HIROC with the goal of minimizing the potential for, and severity of 

property losses taking place within healthcare facilities. The purpose of this Manual is a high-level 

overview of property loss prevention guidelines that contractors should follow to ensure a safe 

environment for all parties involved, including patients, staff, and visitors. This is a critical part of 

a good property conservation program, which is defined as a managed and organized effort aimed 

at eliminating and/or minimizing the potential for loss through both physical protection and 

improved operating practices.  

Each contractor company must thoroughly review their own work practices and workplace 

hazards, providing employees all the necessary training and equipment for their safety. 

Companies are responsible for ensuring that proper workplace safety is followed by their 

employees and/or sub-contractors, while they are working at the subscriber facilities. All required 

training should be completed prior to the contractor employee attending the facility. In no way 

does this manual include all the safety issues or concerns one may encounter on a given day. All 

contractors/vendors are expected to abide by all codes, regulations, and standards as applicable 

to their trade and scope of work set out by the authority having jurisdiction. 

The sections below will review some areas of property loss prevention that a contractor should 

follow to protect your facilities. These areas are outlined as: 

1. Site Access and Security  

2. Hot Work Management, including Torch-Applied Roofing  

3. Fire Protection Impairments 

4. Smoking  

5. Housekeeping 

6. Hazardous Materials and Processes 

7. Other Policies and Procedures  

8. Training 

9. Resources 

 

Additional training on the programs outlined below can be found at the following website and 

registering using the account number 54887:  https://fmglobaltraining.skillport.com/.  

Please feel free to reach out to your dedicated representatives for FM Global and HIROC with 

any questions: 

 

 

 

 

 

 

 

 

 
Factory Mutual Insurance Company (FM Global) has developed this document for insurance underwriting purposes. The document is provided to you for 
informational purposes only to reduce the possibility of loss to insured property by bringing to your attention certain potential hazards or conditions. FM 

Global does not address life, safety, or health issues. You must make the decision whether to take any action. FM Global undertakes no duty to you or any 

other party by providing this document or the activities on which it is based. The liability of FM Global is limited to that contained in its insurance policies. 

FM Global 
Shiva Nourmansouri, P.Eng.  
Account Engineer   

shiva.nourmansouri@fmglobal.com 

(905) 763-5586 

HIROC 
Jean Asuncion, CIP, CRM  
Engineering Liaison Associate 

jasuncion@hiroc.com 

(416) 730-3015 

https://fmglobaltraining.skillport.com/
mailto:shiva.nourmansouri@fmglobal.com
mailto:jasuncion@hiroc.com
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1.0 Site Access and Security 
Healthcare facilities are particularly vulnerable to unauthorized access because they are designed 
to be publicly accessible even though they contain a high concentration of valuable information, 
contents, materials, and equipment. Threat actors want to gain unauthorized entry into facilities 
for numerous reasons, including financial gain and malicious intent. Recently, accessing a 
facility’s network has become a prominent motive in itself.  
 
Each facility should conduct a complete security risk assessment to identify any vulnerabilities. 
Create and maintain a documented physical/cyber security program to manage your contractors 
against the identified vulnerabilities. This should include an incident response plan to follow when 
unauthorized access of various kinds has been detected. This program should be tested regularly, 
and employees should be trained in security awareness. Some of the key items to consider are 
listed below, however, each security program should be customized to the facility’s needs and 
include additional detail.  
 
1. Instructions for logging in when contractors arrive on site, including method to track 

whereabouts of all contractors should be recorded while on site (i.e. identification badge). 
Contractors should be escorted until physical security measures have been implemented.  

2. A knowledgeable employee should be assigned to oversee the contractors, understand their 
scope of work, monitor work quality, and check for procedural violations.  

3. Develop a map for designated security levels at your facility. It should be confirmed that all 
server rooms and sensitive areas are adequately locked. Access to these secured/sensitive 
areas should be controlled for the contractor (i.e. screening, logging, badging, no “tailgating” 
policy, etc.). After-hours contractors should be escorted while on the property.   

4. Implement strict controls over the use of portable media and devices. Contractors who require 
access to the production network should be provided with the ability to access only those 
specific systems, applications, and/or network segments required to perform their contracted 
responsibilities. Contractor company must follow procedures to ensure using computers or 
other portable media devices (USB drives) to service equipment do not introduce a cyber risk 
(i.e. malware, viruses) to the information technology network.   

 
All contractors should be provided with a security briefing and explanation of the security program. 
The security program guidelines should be provided in the contract for work.  
 
Ensure training on all the programs in this manual has been received prior to contactor sign-in. 
The identification badges worn by contractors or other forms of documentation should be used as 
compliance with the training requirements.  Identification badges should not be worn until required 
training is completed. Identification badges should always be worn while on site.  
 
Resources: FM Global Property Loss Prevention Data Sheet 9-1, Supervision of Property 
        FM Global Property Loss Prevention Data Sheet 10-4, Contractor Management  
        Understanding the Hazard - Physical Security: Unauthorized Access (Appendix A)  

2.0 Hot Work Management   
Fires and/or explosions caused by hot work or conditions that may lead to these hazardous events 
should not be tolerated at your facilities. Implement a Hot Work Policy for all hot work activities at 
your existing facilities or new construction sites. The policy should mandate thorough and effective 
hot work procedures which describes a mandatory, supervised, step-by-step, hot work permit 
system and applies to all employees and contractors.  
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It should be mandated that contractors should be in possession of an approved Hot Work Permit 

before hot work begins. The first step is to ensure alternatives to hot work are always considered 

and encouraged (i.e. cold work options). Contractors hired to do work potentially involving hot 

work must comply with all requirements of the hot work permitting process and should be 

overseen by a designated facilities employee. 

 
The FM Global Hot Work Permit outlines the key items to consider in mitigating the hazards 
associated with hot work. See Appendix B for a sample copy of the FM Global Hot Work Permit. 
 
Some of the key steps of the FM Global Hot Work Permit System include:  
1. Prohibit hot work where conditions are severe beyond correction (i.e. lint or dust 

accumulations or presence of flammable liquids/vapours). 

2. Available fire protection is verified to be in service and operable. 

3. The 35-foot rule (10 m): Keep combustible materials at least 35 ft (10m) away from the hot 

work. Use FM Approved blankets, weld pads, or curtains to cover any combustible 

construction and/or nonremovable combustibles within a 35 ft radius.  

4. Enforce all job-specific precautions as listed on the Hot Work Permit. Notify FM Global 

and/or HIROC if you have any questions about hot work activity. 

5. Issue Part 2 of the Hot Work Permit to the person doing the job.  

6. Ensure fire watch is provided during and for 60 minutes after work. Hot work should be 

monitored for 3 additional hours after hot work has been completed (unless your FM Global 

engineer has provided an exception to the monitoring period based on the risk matrix).  

7. Keep Part 2 on file for future reference, including signed confirmation that the post-work fire 

watch and monitoring have been completed.  

8. Sign off the final check on Part 2 of the Hot Work Permit. Keep records for review by 

management and FM Global.  

 

All personnel involved in the hot work policy procedure, including facilities staff, contractors or 

subcontractors should complete the FM Global Hot Work training on the FM Global Training 

website and present a certification of completion prior to the start of the work:      

https://training.fmglobal.com/    

 

Resources: FM Global Property Loss Prevention Data Sheet 10-3, Hot Work Management 

2.1 Torch-Applied Roofing   
Installing torch-applied roof (TAR) systems is a common cause of construction fires. Additional 
design considerations and precautions should be taken during the installation of TAR systems for 
new roof construction, re-roofing, recovers, altering, or repairing roof systems.  
 
Treat work on torch-applied roofing systems as a hot work high-risk operation. Torch-applied 
roofing includes modified bitumen roof covers using an open-flame roofer’s torch. In general, 
these types of roofs are more likely to cause a fire than a roof installation that uses fasteners and 
adhesives. This is particularly true where a new roof is being installed on an existing building that 
already has combustible materials in the construction and occupancy.  
 
When using torch-applied roofing systems, follow the strict hot work policy per Section 2.0, 
guidelines of the roofing system manufacturer, and take additional required precautions per FM 
Global Data Sheet 1-33, Safeguarding Torch-Applied Roof Installations.  

https://training.fmglobal.com/
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Some of the key points to consider are:  
1. Develop a roof-fire emergency response plan that includes conditions under which the fire 

service should be notified and verify the fire service has access to the work area. 
2. Use additional caution when working around roof openings, penetrations, or flashings. 
3. Follow the manufacturer’s instructions for the use of torches to secure roofing membranes. 

Constantly move the flame from hand-held torches from side to side. If a mobile heating 
apparatus is used, keep it in constant motion while operating.  

4. Heat the exposed outer surface of the membrane roll until a slight sheen develops. Do not 
overheat the membrane as this could cause smoldering or ignition of it, which is evidenced by 
a slight smoke vapor. 

5. Use a torch stand to direct the flame upward when momentarily not in use. Close the cylinder 
valve to burn off propane in the line before shutting off the torch head. Shut off the gas supply 
whenever a propane odor (rotten egg smell) is detected.  

6. Do not use torches near gas lines, electrical wires, or ignitable liquids. 
7. Use only FM Approved assemblies as detailed in RoofNav. Do not apply the torch flame to 

combustible substrates (such as foam plastic, kraft-faced glass fiber, wood fiber insulation or 
cant strips, or plastic fastener plates) when installing the membrane. Do not allow torch flames 
to encounter adhesives other than those in the TAR itself.  

8. Do not install torch-applied roofing during high wind conditions (when wind speed is faster 
than 10 mph (4.5 m/s). 

9. Do not store other combustible materials (apart from propane cylinders; see Section 2.2.6) 
within 35 ft (11 m) of areas in which torches will be used. This includes, but is not limited to, 
stored insulation, roof covering, and solvents. 

 
Resources: FM Global Data Sheet 1-33, Safeguarding Torch-Applied Roof Installations 

        https://roofnav.fmglobal.com  

3.0 Impairment Management (Red Tag Permit System) 
Each facility should implement an impairment management program to ensure that any time a 
sprinkler control valve is shut or a fire pump controller is turned to the “off” position, the appropriate 
personnel are notified and the system is returned to service once the impairment is no longer 
needed. The FM Global Red Tag Permit System can be used at your facilities and outlines key 
precautions to take before, during and after an impairment takes place. 
 
The facility impairment policy should state that before the start of any work on the fire protection 
system, contractors should be responsible to notify the facility’s assigned employee of the scope 
of work and if any fire protection valves/systems will be impaired. The contractor must be in 
possession of an approved Red Tag Permit provided by a facility employee prior to the start of 
any work. This includes all planned and emergency situations.  
 
The contractor should be fully trained on their role in the Fire Protection Impairment Policy and 
have a full understanding of procedures and guidelines well before the start of any work on the 
fire protection system. Some of the key steps include:  
 
1. Management fills out, signs, and issues the Red Tag Permit, describing the location of the 

facility, the reason for impairment, and the planned duration of the impairment.  

2. Notify FM Global at 1-800-955-3632 of the impairment. Alternatively, fill out the Red Tag 

Permit online using www.fmglobal.com/redetag. (Refer to Appendix C for a sample copy). 

3. During the impairment:  

https://roofnav.fmglobal.com/
http://www.fmglobal.com/redetag
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a. place Part 2 of the Red Tag in the center pocket of the Wall Kit as a visual reminder 

of the impairment.  

b. Issue Part 3 of the Red Tag to the Fire Protection Equipment Operator to attach to 

the impaired valve.  

c. Take the necessary precautions. Eliminate ignition sources. Enforce the “no hot 

work” rule. 

d. Assign a fire watch to patrol the area where protection is down. 

e. Work without interruption.  

4. After work is completed, restore fire protection to service and contact FM Global Customer 

Service Desk 1-800-955-3632 or reply to the auto-generated email from Online Red e-Tag in 

your inbox if submitted electronically to close the impairment. Lock fire protection control 

valves in the wide-open position. 

 
Figure 1: FM Global Red Tag Permit System 

 
All personnel involved in the fire protection impairment policy procedure, including facilities staff, 

contractors or subcontractors should complete the FM Global Red Tag Permit System training on 

the FM Global Training website and present a certification of completion prior to the start of the 

work: https://training.fmglobal.com/    

4.0 Smoking Policy 
A smoking policy should be developed, and all smoking in any form (cigarettes, cigars, smokeless 
tobacco, e-cigarettes etc.) should be prohibited in all areas of the facility, specifically areas where 
there are combustibles or storage, where ignitable liquids are stored or dispensed, near piles of 
debris, and on the roof. For contractors, this should include the project site, new construction 
sites, and may include adjacent public sidewalks and rights-of-way as designated by the facilities 
manager.  
 
Your site’s smoking policy should be fully reviewed with all contractors.  
 

https://training.fmglobal.com/
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5.0 Housekeeping 
A housekeeping policy should be developed to ensure all construction work sites are always kept 
clean and free of trash, rubbish, construction debris, scrap, or miscellaneous materials that should 
also not be permitted to accumulate. Key items in a housekeeping policy could include:  
 
1. The contractor should clear and sweep the work site, during and at the end of each shift.  

Rubbish, scrap, and other materials shall be disposed of in contractor supplied containers 
which are code compliant. The facilities manager or project manager should be assigned to 
regularly check the contractor’s work site.  

2. Electrical rooms and server/computer rooms should be kept free of storage. Signage should 
be used to maintain this policy.  

3. Ignitable liquid or hazardous material spills should be cleaned up immediately. Proper 
material-handling procedures should be taken by all contractors.  

4. There should be no obstacles blocking the fire doors. This could prevent the doors from 
shutting in the event of a fire, which would allow fire spread throughout the building.  

5. Include a formal system for employees to report potential problems. 
 
Overall, good housekeeping practices sets the tone for all property loss prevention efforts.  

6.0 Hazardous Materials and Processes 
Hazardous materials and policies should be developed for outside contractors. Facilities 

management and contractors should all be made aware of the presence and location of all 

hazardous material, including special handling instructions. The following key items can be 

considered:  

1. Any hazardous chemicals brought on site by an outside contractor should be pre-approved. 

The use of hazardous materials should be minimized, and efforts should be made such that 

the contractor have no more than one day’s use of a hazardous material stored as required.  

All hazardous materials should be removed immediately upon use and not stored on site for 

more than 5 days of non-use. If required and applicable, FM Approved ignitable liquid cabinet 

should be used to store the materials.  

2. Prior to any chemical or agent being brought on site the contractor must provide the Safety 

Department, Facilities Operations Manager and Project Manager a list of all materials to be 

used and the appropriate SDS. All contractors must keep copies of SDS’s on site for all 

chemicals and hazardous substances to be used on the job, including lubricants, solvents, 

paints, etc. All chemicals shall be properly labeled.  

3. No chemical shall be used that generates a fume in the process, without prior approval from 

the facility Safety Department, Project Manager and Facilities Operations Department.  

4. Contractors are responsible for ensuring their employees are properly trained with any 

chemical, or agent prior to such agents being brought on site. Chemicals shall be maintained 

within the contractor’s control.  Chemicals brought in by the contractor shall be kept out of the 

control of team members, patients, visitors, and other persons who are not trained in that 

specific chemical.  

5. Contractors shall have a written spill response plan for all chemicals that are brought on site. 

Contractors shall have the appropriate materials and apparatus (spill kit) to control and 

minimize any spill of a chemical in their area. Each contractor must establish and maintain an 

effective hazard communication program.   
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6. Refer to the facility’s Emergency Procedures for Spilled Chemicals document. If material that 

contains asbestos or other hazardous material is suspected or encountered, stop work 

immediately, notify the Project Manager or Facilities Operations Manager, and proceed only 

after conditions are verified and a mitigation plan has been approved.  

7.0 Other Policies & Procedures  
Contractor management should be incorporated into other policies and procedures as indicated 

below. The contractors should be made aware of all practices and procedures pertaining to their 

presence at your facilities and should be trained on all of these items. In addition to the above 

topics, the following items should be discussed and reviewed with the contractors:  

1. Reporting incidents and property damage 

2. Prevention of Freeze-Ups (FM Global Property Loss Prevention Data Sheet 9-18, 

Prevention of Freeze-Ups) 

3. Safeguards for the use of Temporary Heaters  

4. Emergencies (fire, water, natural hazards, etc.- FM Global Property Loss Prevention Data 

Sheet 10-2, Emergency Response)  

5. Environmental protection  

6. Lockout /tag out of equipment 

7. Electrical isolation procedures and best practices 

8. Specific training on tools/equipment while on site 

9. Excavation and trenching (ensure contractor’s regrading does not expose the site to 

potential storm water damage, ensure all mains are identified to reduce risk of puncture 

during excavation practices, etc.)  

8.0 Training 
Prior to working at any of your facilities, the contractors should be required to receive training on 
all applicable policies and procedures referenced in this manual. This training should be required 
to be completed on a minimal annual basis. The contractor provider shall maintain current readily 
available records of all training prescribed in this manual. Training records shall include the 
Certificate of Completion for the training issued to each personnel. Training records shall be 
auditable by the facilities management without prior notice. 
 
FM Global training on the programs can be found at the following website and registering using 

the account number 54887:  https://fmglobaltraining.skillport.com/.  

9.0 Resources 
 FM Global Property Loss Prevention Data Sheets: www.fmglobaldatasheets.com/  

 FM Global Loss Prevention Training: https://fmglobaltraining.skillport.com 

 FM Approved products: https://www.approvalguide.com/  

 FM Global catalog for free resources: https://fmglobalcatalog.com/   

 RoofNav: https://roofnav.fmglobal.com 
 
 

  

https://fmglobaltraining.skillport.com/
http://www.fmglobaldatasheets.com/
https://www.approvalguide.com/
https://fmglobalcatalog.com/
https://roofnav.fmglobal.com/
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Appendix A: Physical Security: Unauthorized Access Impacting 

Cyber Risk  
 

 

Figure 2: Physical Security UTH 
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Figure 3: Physical Security UTH (continued) 
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Figure 4: Physical Security UTH (continued) 
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Figure 5: Physical Security UTH (continued) 
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Appendix B: Hot Work Permit 
Hot work permits and wall kits can be ordered through the FM Global Resource Catalog at   

http://www.fmglobalcatalog.com or toll free at 1-877-364-6726.

 

Figure 6: Hot work permit (front view) 

http://www.fmglobalcatalog.com/Default.aspx
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Figure 7: Hot work permit (back view) 
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Figure 8: Hot work permit (Page 3)  
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Appendix C: Impairment Form 
Red Tag Permits and wall kits can be ordered through the FM Global Resource Catalog at   

http://www.fmglobalcatalog.com or toll free at 1-877-364-6726. 

The eRed Tag permit can be access at www.fmglobal.com/redetag  

 

 

Figure 9: Red tag permit (first and last pages) 

http://www.fmglobalcatalog.com/Default.aspx
http://www.fmglobalcatalog.com/
http://www.fmglobal.com/redetag


 

17 

 

 

Figure 10: Red tag permit (instructions) 
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